
9 Attack Defense Configuration

About This Chapter

This chapter describes how to configure attack defense to protect networks. Attack
defense allows a device to identify various types of network attacks and protect
itself and the connected network against malicious attacks to ensure device and
network operation.
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9.1 Overview of Attack Defense

Definition

Attack defense is a network security feature that enables a device to analyze the
content and behavior of packets sent to the CPU, identify attack packets, and take
measures to block attack packets.

Attack defense prevents malformed packet attacks, packet fragment attacks, and
flood attacks.
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Purpose
Attacks initiated by utilizing inherent bugs of communication protocols or
improper network deployment have great impact on networks. In particular,
attacks on a network device can cause the device or network to crash.

The attack defense feature discards or limits the rate of various attack packets
sent to the CPU, protecting the device and ensuring normal services.

9.2 Understanding Attack Defense

9.2.1 Defense Against Malformed Packet Attacks
A malformed packet attack occurs when malformed IP packets are sent to a target
system, causing the system to work abnormally or break down. With the capability
of defending against such attacks, a device can detect and discard malformed
packets in real time.

Malformed packet attacks are classified into the following types.

Flood Attacks from IP Null Payload Packets
An IP null payload packet has only a 20-byte IP header, but does not have a data
field. When a target system is processing such an IP packet, the system may work
abnormally or crash.

After defense against malformed packet attacks is enabled, a device directly
discards such packets.

Attacks from IGMP Null Payload Packets
An IGMP packet consists of a 20-byte IP header and an 8-byte IGMP body. An
IGMP null payload packet consists of less than 28 bytes. When a network device
processes IGMP null payload packets, errors may occur or the device may break
down.

After defense against malformed packet attacks is enabled, the device directly
discards the received IGMP null payload packets.

LAND Attacks
By utilizing the defects in the three-way handshake mechanism of TCP, a Local
Area Network Denial (LAND) attacker sends an SYN packet in which the source
and destination addresses are the same as the target host's address and the
source port is the same as the destination port. After receiving the SYN packet, the
target host creates a null TCP connection by using its own address as both the
source and destination addresses. The connection is kept until expiration. The
target host will create many null TCP connections after receiving a large number
of such SYN packets, leading to a waste of network resources or even system
breakdown.

After defense against malformed packet attacks is enabled, the device checks
source and destination addresses in TCP SYN packets. The device considers TCP
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SYN packets with the same source and destination addresses as malformed
packets and discards them.

Smurf Attack
An attacker sends an ICMP Request packet of which the source address is the
target host's address and the destination address is the broadcast address of the
target network. After all hosts on the target network receive the ICMP Request
packet, they send ICMP Reply packets to the target host. The target host receives
an excessive number of packets, which consume many resources, leading to a
system or network breakdown.

After defense against malformed packet attacks is enabled, the device checks
whether the destination addresses in ICMP Request packets are the broadcast or
subnet broadcast addresses. When detecting that the destination addresses of
ICMP Request packets are the broadcast addresses or subnet broadcast addresses,
the device discards them.

Attacks from Packets with Invalid TCP Flag Bits
A TCP packet contains six flag bits: URG, ACK, PSH, RST, SYN, and FIN. Different
systems respond differently to the combination of these flag bits.

● If the six flag bits are all 1s, the attack is a Christmas tree attack. A device
undergoing a Christmas tree attack may break down.

● An attacker sends a TCP packet in which the SYN and FIN are 1 to a target
host. If the receiving port is disabled, the receiver replies with an RST | ACK
message. If the receiving interface is enabled, the receiver replies with an SYN
| ACK message. This attack is used to detect whether a host is online or offline
and whether an interface is enabled or disabled.

● An attacker sends a TCP packet in which the six flag bits are all 0s. If the
receiving interface is disabled, the receiver replies with an RST | ACK message
to detect whether the host is online or offline. If the receiving interface is
enabled, Linux and UNIX operating systems do not respond but the Windows
operating system replies with an RST | ACK message. This attack is used to
detect the type of operating system (Windows, Linux, or UNIX) on the target
host.

After defense against malformed packet attacks is enabled, the device checks each
flag bit in TCP packets to prevent attacks from packets with invalid TCP flag bits. If
any of the following conditions is met, the device discards the TCP packets:

● The six flag bits are all 1s.
● The SYN and FIN bits are all 1s.
● The six flag bits are all 0s.

9.2.2 Defense Against Packet Fragment Attacks
If an attacker sends error packet fragments to a network device, the device may
consume a large number of CPU resources, restart, or even break down. Defense
against packet fragment attacks allows the device to detect packet fragments in
real time and discard them or limit the rate of the packets to protect the device.

Attacks of packet fragments are classified into the following types.
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Excess-Fragment Attacks

The offset of IP packets is calculated on the basis of 8 bytes. Normally, an IP
header has 20 bytes and the maximum payload of an IP packet is 65515 bytes. An
IP packet can be fragmented into up to 8189 fragments. The device will consume
many CPU resources to reassemble packets with over 8189 fragments.

After defense against packet fragment attacks is enabled, the device considers a
packet with over 8189 fragments malicious and discards all fragments of the
packet.

Excess-Offset Attacks

An attacker sends a fragment with a large offset value to a target host. Then, the
target host allocates memory space to store all fragments, consuming a large
number of resources.

The maximum value of the offset is 65528. Generally, the offset value does not
exceed 8190. If the offset value is 8189 multiplied by 8 and the IP header is 20,
the last fragment can have only a 3-byte IP payload. In normal situations, the
maximum value of the offset is 8189. The device considers packets with an offset
value larger than 8190 malicious and discards them.

After defense against packet fragment attacks is enabled, the device checks
whether the offset value multiplied by 8 is greater than 65528. If the offset value
multiplied by 8 is greater than 65528, the device considers the fragments
malicious and discards them.

Repeated Packet Fragment Attacks

An attacker sends repeated fragments to a target host multiple times. There are
two situations:

● The attacker sends the same fragments to a target host multiple times,
causing a high CPU usage or memory error on the target host.

● The attacker sends different fragments with the same offset to a target host.
The target host cannot determine which fragment is reserved, which fragment
is to be discarded, and whether all fragments need to be discarded. As a
result, a high CPU usage or memory error may occur on the target host.

After defense against packet fragment attacks is enabled, the device applies the
committed access rate (CAR) limit to packet fragments, reserves the first
fragment, and discards all the remaining repeated fragments to protect the CPU.

Tear Drop Attack

The Tear Drop attack is the frequently used IP packet fragment attack. IP packets
are incorrectly fragmented and the second fragment is contained in the first one.
The offset of the second fragment is smaller than that of the first fragment, and
the offset plus the Data field of the second fragment does not exceed the tail of
the first fragment.

As shown in Figure 9-1:
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● The IP payload in the first fragment is 36 bytes, the total length of the IP
packet is 56 bytes, the protocol is UDP, and the UDP checksum is 0 (that is,
unchecked).

● The IP payload in the second fragment is 4 bytes, the total length of the IP
packet is 24 bytes, the protocol is UDP, and the offset is 24 (this is incorrectly
calculated and the correct offset should be 36).

Figure 9-1 Tear Drop attack
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Tear Drop attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all the fragments in a Tear Drop
attack.

Syndrop Attack
A Syndrop attack is similar to a Tear Drop attack except that Syndrop attacks use
TCP packets with a SYN flag and IP payload.

As shown in Figure 9-2:

● The IP payload in the first fragment is 28 bytes, and the IP header is 20 bytes.
● The IP payload in the second fragment is 4 bytes, the IP header is 20 bytes,

and the offset is 24 (this is incorrectly calculated and the correct offset should
be 28).

Figure 9-2 Syndrop attack
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Syndrop attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments of Syndrop attacks.

NewTear Attack
A NewTear attack uses error fragments. As shown in Figure 9-3, the protocol used
is UDP.
● The IP payload of the first fragment is 28 bytes including the UDP header. The

UDP checksum is 0.
● The IP payload of the second fragment is 4 bytes. The offset is 24, which is

incorrectly calculated. The correct offset should be 28.

Figure 9-3 NewTear attack

IP UDP

-20 0 4 24 28

Seq

Length

IP 

NewTear attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments of NewTear attacks.

Bonk Attack
A Bonk attack uses error fragments. As shown in Figure 9-4, the used protocol is
UDP.
● The IP payload of the first fragment is 36 bytes including the UDP header. The

UDP checksum is 0.
● The IP payload of the second fragment is 4 bytes. The offset is 32, which is

incorrectly calculated. The correct offset should be 36.
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Figure 9-4 Bonk attack
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Bonk attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments in a Bonk attack.

Nesta Attack
A Nesta attack uses error fragments. As shown in Figure 9-5:
● The IP payload in the first fragment is 18 bytes, the protocol used is UDP, and

the checksum is 0.
● The offset in the second fragment is 48 and the IP payload is 116 bytes.
● The offset in the third fragment is 0, the more frag is 1 (that is, there are

more fragments), the IP option (all EOLs) is 40 bytes, and the IP payload is
224 bytes.

Figure 9-5 Nesta attack
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Nesta attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments of Nesta attacks.

Rose Attack
A Rose attack may utilize protocols such as UDP and TCP.

As shown in Figure 9-6:

If Rose attacks use TCP:
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● The IP payload in the first fragment is 48 bytes (including the TCP header)
and the length of the IP header is 20 bytes.

● The IP payload in the second fragment is 32 bytes, the offset is 65408, and
the more frag is 0 (last fragment).

If Rose attacks use UDP:

● The IP payload in the first fragment is 40 bytes (including the UDP header,
with UDP checksum 0), and the IP header is 20 bytes.

● The IP payload in the second fragment is 32 bytes, the offset is 65408, and
the more frag is 0 (last fragment).

Figure 9-6 Rose attack
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Rose attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments in a Rose attack.

Fawx Attack
Fawx attack uses error fragments of IGMP packets. As shown in Figure 9-7, two
fragments of an IGMP packet are sent. In the first fragment, the IP payload is 9
bytes. In the second fragment, the offset is 8, and the IP payload is 16 bytes.

Figure 9-7 Fawx attack
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Fawx attacks cause system breakdown or restart. After defense against packet
fragment attacks is enabled, the device discards all fragments in a Fawx attack.
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Ping of Death Attack
An attacker sends ICMP packets with the Data field longer than 65507 bytes to
attack a device. If the device processes ICMP packets that have more than 65507
bytes in the Data field, the protocol stack may crash.

After defense against packet fragment attacks is enabled, the device discards ICMP
packets that have more than 65507 bytes in the Data field.

Jolt Attack
An attacker sends packets longer than 65535 bytes to attack a device. Jolt attack
uses 173 packet fragments. The IP payload of each packet fragment is 380 bytes.
The total length is 65760 (173 x 380 + 20) bytes, which is greater than 65535. If
the device processes such packets, the device may stop responding, crash, or
restart.

After defense against packet fragment attacks is enabled, the device discards Jolt
attack packets.

9.2.3 Defense Against Flood Attacks
If an attacker sends a large number of bogus packets to a target device, the target
device is busy with these bogus packets and cannot process normal services.

Defense against flood attacks detects flood packets in real time and discards them
or limits the rate of the packets to protect the device.

Flood attacks include TCP SYN flood attacks, UDP flood attacks, and ICMP flood
attacks.

TCP SYN Flood Attack
A TCP SYN flood attack uses the vulnerability of the TCP three-way handshake.
During the TCP three-way handshake, the receiver sends an SYN+ACK message
when receiving the first SYN message from a sender. When the receiver is waiting
for the final ACK packet from the sender, the connection is in half-connected
mode. If the receiver does not receive the ACK packet, the receiver retransmits a
SYN+ACK packet to the sender. After several retransmission attempts, the receiver
shuts down the session and then updates the session in memory. The period from
the first SYN+ACK message being sent to session teardown is about 30s.

During this period, an attacker may send thousands of SYN messages to all open
interfaces and does not respond to the SYN+ACK message from the receiver. This
causes memory overloading on the receiver and prevents the receiver from
accepting new connection requests. Then the receiver disconnects all existing
connections.

After defense against TCP SYN flood attacks is enabled, the device limits the rate
of TCP SYN packets to protect system resources.

UDP Flood Attack
If an attacker sends a large number of UDP packets to a target device, the target
device is busy with these UDP packets and cannot process normal services. UDP
flood attacks are classified into two types:
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● Fraggle attack
An attacker sends UDP packets of which the source address is the target
device's address, the destination address is the broadcast address of the target
network, and the destination port is port 7. If multiple hosts use UDP echo
services on the broadcast network, the target device receives excessive
response packets. As a result, the system becomes busy.
The device with attack defense configured considers packets from UDP port 7
as attack packets and discards them.

● UDP diagnosis port attack
An attacker sends many packets to the UDP diagnosis port (7-echo, 13-
daytime, and 19-Chargen) simultaneously, packets are flooded, and network
devices cannot work properly.
The device with attack defense configured considers packets from UDP ports
7, 13, and 19 as attack packets and discards them.

ICMP Flood Attack
Generally, a network administrator monitors a network and rectifies network
faults with the ping tool as follows:

1. The source host sends an ICMP Echo message to a target device.
2. When receiving the ICMP Echo message, the target device sends an ICMP

Echo Reply message to the source host.

If an attacker sends many ICMP Echo messages to the target device, the target
device is busy with these Echo messages and cannot process other data packets.
Therefore, normal services are affected.

A device can use CAR to limit the rate of ICMP packets, thus protecting the CPU.

9.3 Application Scenarios for Attack Defense
As shown in Figure 9-8, when RouterA undergoes attacks, its CPU usage increases
and network services are affected. To provide secure network services, the
following attack defense functions are configured on RouterA:

● Preventing malformed packet attacks
● Limiting the rate of fragments to protect CPU and device resources
● Preventing flood attacks:

– Limiting the rate of TCP SYN packets to protect the CPU
– Discarding UDP packets sent from specified ports
– Limiting the rate of ICMP packets to protect the CPU

Figure 9-8 Networking diagram of attack defense
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9.4 Licensing Requirements and Limitations for Attack
Defense

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Attack defense is a basic feature of the router and is not under license control.

Feature Limitations

None

9.5 Default Settings for Attack Defense

Table 9-1 lists the default settings for attack defense.

Table 9-1 Default settings for attack defense

Parameter Default Setting

Defense against malformed
packet attacks

Enabled

Defense against packet
fragment attacks

Enabled

Rate at which packet
fragments are sent

155000000 bit/s

Defense against TCP SYN
flood attacks

Enabled

Rate at which TCP SYN
flood packets are sent

155000000 bit/s

Defense against UDP flood
attacks

Enabled

Defense against ICMP flood
attacks

Enabled

Rate at which ICMP flood
packets are sent

155000000 bit/s
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9.6 Configuring Defense Against Malformed Packet
Attacks

Context
Malformed packet attacks include flood attacks without IP payloads, attacks from
IGMP null payload packets, LAND attacks, Smurf attacks, and attacks from packets
with invalid TCP flag bits. A malformed packet attack occurs when malformed IP
packets are sent to a target system, causing the system to work abnormally or
break down. In addition, the attacker may send a large number of invalid packets
to occupy network bandwidth.

To prevent the system from breaking down and to ensure non-stop network
services, enable defense against malformed packet attacks on the device. After
detecting malformed packets, the device discards them.

Procedure
Step 1 Run system-view

The system view is displayed.

Step 2 Run anti-attack abnormal enable

Defense against malformed packet attacks is enabled.

By default, defense against malformed packet attacks is enabled.

NO TE

You can also run the anti-attack enable command in the system view to enable attack defense
against all attack packets including malformed packets.

----End

Verifying the Configuration
● Run the display anti-attack statistics abnormal command to check statistics

on defense against malformed packet attacks on the device.

9.7 Configuring Defense Against Packet Fragment
Attacks

Context
Packet fragment attacks include attacks from many fragments, attacks from many
packets with offsets, attacks from repeated packet fragments, Tear Drop attacks,
Syndrop attacks, NewTear attacks, Bonk attacks, Nesta attacks, Rose attacks, Fawx
attacks, Ping of Death attacks, and Jolt attacks. If an attacker sends error packet
fragments to a device, the device consumes a large number of resources to
process the error packet fragments, affecting normal services.
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To prevent the system from breaking down and to ensure normal network
services, enable defense against packet fragment attacks on the device. The device
then limits the rate of fragment packets to ensure that the CPU runs properly
when the device is being attacked by many packet fragments.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run anti-attack fragment enable

Defense against packet fragment attacks is enabled.

By default, defense against packet fragment attacks is enabled.

NO TE

You can also run the anti-attack enable command in the system view to enable attack defense
against all attack packets including packet fragments.

Step 3 Run anti-attack fragment car cir cir

The rate limit of packet fragments is set.

By default, the rate limit of packet fragments is 155000000 bit/s.

----End

Verifying the Configuration
● Run the display anti-attack statistics fragment command to check statistics

on defense against packet fragment attacks on the device.

9.8 Configuring Defense Against Flood Attacks

9.8.1 Configuring Defense Against TCP SYN Flood Attacks

Context
An attacker sends a SYN packet to a target host to initiate a TCP connection but
does not respond to the SYN+ACK sent from the target host. If the target host
does not receive an ACK packet from the attacker, it keeps waiting for the ACK
packet. Therefore, a half-open connection is formed. If the attacker keeps sending
SYN packets, the target host sets up a large number of half-open connections,
thus wasting resources.

To prevent TCP SYN flood attacks, enable defense against TCP SYN flood attacks
and set the rate limit for TCP SYN flood attack packets.

Procedure

Step 1 Run system-view

The system view is displayed.
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Step 2 Run anti-attack tcp-syn enable

Defense against TCP SYN flood attacks is enabled.

By default, defense against TCP SYN flood attacks is enabled.

NO TE

You can also run the anti-attack enable command in the system view to enable attack defense
against all attack packets including TCP SYN flood attack packets.

Step 3 Run anti-attack tcp-syn car cir cir

The rate limit at which TCP SYN packets are received is set.

By default, the rate limit at which TCP SYN packets are received is 155000000
bit/s.

----End

9.8.2 Configuring Defense Against UDP Flood Attacks

Context
If an attacker sends a large number of UDP packets with specified destination port
numbers to a target host in a short time, the target host is busy with these UDP
packets and cannot process normal services. To prevent UDP flood attacks, enable
defense against UDP flood attacks.

The device enabled with defense against UDP flood attacks discards UDP packets
with port numbers 7, 13, and 19.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run anti-attack udp-flood enable

Defense against UDP flood attacks is enabled.

By default, defense against UDP flood attacks is enabled.

NO TE

You can also run the anti-attack enable command in the system view to enable attack defense
against all attack packets including UDP flood attack packets.

----End

9.8.3 Configuring Defense Against ICMP Flood Attacks

Context
If an attacker sends a large number of ICMP Echo packets to a target host in a
short time, the target host is busy with these ICMP packets and cannot process
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normal services. To prevent ICMP flood attacks, enable defense against ICMP flood
attacks.

After defense against ICMP flood attacks is enabled, set the rate limit for ICMP
flood attack packets.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run anti-attack icmp-flood enable

Defense against ICMP flood attacks is enabled.

By default, defense against ICMP flood attacks is enabled.

NO TE

You can also run the anti-attack enable command in the system view to enable attack defense
against all attack packets including ICMP flood attack packets.

Step 3 Run anti-attack icmp-flood car cir cir

The rate limit of ICMP flood attack packets is set.

By default, the rate limit of ICMP flood attack packets is 155000000 bit/s.

----End

9.8.4 Verifying the Flood Attack Defense Configuration

Procedure
● Run the display anti-attack statistics [ tcp-syn | udp-flood | icmp-flood ]

command to check statistics on defense against flood attacks.

----End

9.9 Clearing Attack Defense Statistics

Context

NO TICE

Statistics cannot be restored after being cleared. Exercise caution when you run
the reset command.

To clear attack defense statistics, run the following command.
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Procedure
● Run the reset anti-attack statistics [ abnormal | fragment | tcp-syn | udp-

flood | icmp-flood ] command to clear attack defense statistics.

----End

9.10 Configuration Examples for Attack Defense

9.10.1 Example for Configuring Attack Defense

Networking Requirements

As shown in Figure 9-9, if a hacker on the LAN initiates malformed packet
attacks, packet fragment attacks, and flood attacks to RouterA, RouterA may
break down. The administrator intends to deploy attack defense measures on
RouterA to provide a secure network environment and ensure normal services.

Figure 9-9 Networking of attack defense
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Configuration Roadmap

The following configurations are performed on RouterA. The configuration
roadmap is as follows:

1. Enable defense against malformed packet attacks.
2. Enable defense against packet fragment attacks.
3. Enable defense against packet flood attacks.

Procedure

Step 1 Enable defense against malformed packet attacks.
<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] anti-attack abnormal enable

Step 2 Enable defense against packet fragment attacks and set the rate limit at which
packet fragments are received to 15000 bit/s.
[RouterA] anti-attack fragment enable
[RouterA] anti-attack fragment car cir 15000
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Step 3 Enable defense against flood attacks.

# Enable defense against TCP SYN flood attacks and set the rate limit at which
TCP SYN flood packets are received to 15000 bit/s.

[RouterA] anti-attack tcp-syn enable
[RouterA] anti-attack tcp-syn car cir 15000

# Enable defense against UDP flood attacks to discard UDP packets sent from
specified ports.

[RouterA] anti-attack udp-flood enable

# Enable defense against ICMP flood attacks and set the rate limit at which ICMP
flood packets are received to 15000 bit/s.

[RouterA] anti-attack icmp-flood enable
[RouterA] anti-attack icmp-flood car cir 15000

Step 4 Verify the configuration.

# After the configuration is complete, run the display anti-attack statistics
command to view attack defense statistics.

[RouterA] display anti-attack statistics
Packets Statistic Information:                                                  
------------------------------------------------------------------------------- 
AntiAtkType  TotalPacketNum        DropPacketNum         PassPacketNum          
             (H)        (L)        (H)        (L)        (H)        (L)         
------------------------------------------------------------------------------- 
Abnormal      0          0          0          0          0          0          
Fragment      0          0          0          0          0          0          
Tcp-syn       0          34         0          28         0          6        
Udp-flood     0          0          0          0          0          0          
Icmp-flood    0          0          0          0          0          0          
------------------------------------------------------------------------------- 

RouterA has statistics on discarded TCP SYN packets, indicating that the attack
defense function takes effect.

----End

Configuration Files
RouterA configuration file

#
sysname RouterA
#
anti-attack fragment car cir 15000                                              
anti-attack tcp-syn car cir 15000                                               
anti-attack icmp-flood car cir 15000   
#
return
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